1. Questions; Contacting
CareSwitch; Reporting Violations
If you have any questions or concerns or complaints about our
Privacy Policy or our data collection or processing practices, or
if you want to report any security violations to us, please contact
us at the following: legal@careswitch.com

2. User Consent
By submitting Personal Data through our Site or Service, you
agree to the terms of this Privacy Policy and you expressly
consent to the collection, use and disclosure of your Personal
Data in accordance with this Privacy Policy.

3. A Note About Children
We do not intentionally gather Personal Data from visitors who
are under the age of 13. If a child under 13 submits Personal
Data to CareSwitch and we learn that the Personal Data is the
information of a child under 13, we will attempt to delete the
information as soon as possible. If you believe that we might
have any Personal Data from a child under 13, please contact
us at legal@careswitch.com.

4. A Note To Users Outside Of The
United States
If you are a non-U.S. user of the Site, by visiting the Site and
providing us with data, you acknowledge and agree that your
Personal Data may be processed for the purposes identified in
the Privacy Policy. In addition, your Personal Data may be
processed in the country in which it was collected and in other
countries, including the United States, where laws regarding
processing of Personal Data may be less stringent than the
laws in your country. By providing your data, you consent to
such transfer.

5. Types Of Data We Collect
“Personal Data” means data that allows someone to identify or
contact you, including, for example, your name, address,
telephone number, e-mail address, as well as any other nonpublic information about you that is associated with or linked to
any of the foregoing data. “Anonymous Data” means data that
is not associated with or linked to your Personal Data;
Anonymous Data does not, by itself, permit the identification of
individual persons. We collect Personal Data and Anonymous
Data, as described below.
A. Information You Provide To Us
• We may collect Personal Data from you, such as your first and

last name, location, phone number, gender, e-mail and
mailing addresses, professional title, company name,
employment history, education history, personal summary,
and password when you create an account to log in to our
network (“Account”).
• We retain information on your behalf, such as files and
messages that you store using your Account.
• If you provide us feedback or contact us via e-mail, we will
collect your name and e-mail address, as well as any other
content included in the e-mail, in order to send you a reply.
• When you post content (text, images, photographs,
messages, comments or any other kind of content that is
not your e-mail address) on our Site, the information
contained in your posting will be stored in our servers and
other users will be able to see it, along with your profile
photo and any other information that you choose to make
public on your public profile page (“Profile”). The
information that you provide in your Profile will be visible to
others, including anonymous visitors to the Site.
• When you post messages on the message boards of our Site,
the information contained in your posting will be stored on
our servers and other users will be able to see it.
• When you participate in one of our surveys, we may collect
additional profile information.
• We also collect other types of Personal Data that you provide
to us voluntarily, such as your operating system and
version, product registration number, and other requested
information if you contact us via e-mail regarding support
for the Service.
• We may also collect Personal Data at other points in our Site
that state that Personal Data is being collected.
B. Information You Provide From Facebook And Other Social

Networking Sites
If you are not currently registered as a user of the Service, and
you click on “Sign In” using Facebook, Google, LinkedIn,
GitHub, Angellist, or another SNS that we support, you will first
be asked to enter your SNS credentials and then be given the
option to register for the Service. In this case, we may receive
information from that SNS to make it easier for you to create an
Account on the Site. Any information that we collect from your
SNS account may depend on the privacy settings you have with
that SNS, so please consult the SNS’s privacy and data
practices.
C. Information Collected Via Technology
• Information Collected by Our Servers. To make our Site and
Service more useful to you, our servers (which may be
hosted by a third party service provider) collect information
from you, including your browser type, operating system,
Internet Protocol (“IP”) address (a number that is
automatically assigned to your computer when you use the
Internet, which may vary from session to session), domain
name, and/or a date/time stamp for your visit.
• Log Files. As is true of most websites, we gather certain
information automatically and store it in log files. This
information includes IP addresses, browser type, Internet
service provider (“ISP”), referring/exit pages, operating
system, date/time stamp, and clickstream data. We use
this information to analyze trends, administer the Site,
track users’ movements around the Site, gather
demographic information about our user base as a whole,

and better tailor our Service to our users’ needs. For
example, some of the information may be collected so that
when you visit the Site or the Service again, it will
recognize you and the information could then be used to
serve advertisements and other information appropriate to
your interests. Except as noted in this Privacy Policy, we
do not link this automatically-collected data to Personal
Data.
• Cookies. Like many online services, we use cookies to collect
information. “Cookies” are small pieces of information that
a website sends to your computer’s hard drive while you
are viewing the website. We may use both session
Cookies (which expire once you close your web browser)
and persistent Cookies (which stay on your computer until
you delete them) to provide you with a more personal and
interactive experience on our Site. This type of information
is collected to make the Site more useful to you and to
tailor the experience with us to meet your special interests
and needs.
• Pixel Tags. In addition, we use “Pixel Tags” (also referred to
as clear Gifs, Web beacons, or Web bugs). Pixel Tags are
tiny graphic images with a unique identifier, similar in
function to cookies, that are used to track online
movements of Web users. In contrast to Cookies, which
are stored on a user’s computer hard drive, Pixel Tags are
embedded invisibly in Web pages. Pixel Tags also allow us
to send e-mail messages in a format users can read, and
they tell us whether e-mails have been opened to ensure
that we are sending only messages that are of interest to
our users. We may use this information to reduce or
eliminate messages sent to a user. We do not tie the
information gathered by Pixel Tags to our users’ Personal

Data.
• Flash LSOs. When we post videos, third parties may use local
shared objects, known as “Flash Cookies,” to store your
preferences for volume control or to personalize certain
video features. Flash Cookies are different from browser
Cookies because of the amount and type of data and how
the data is stored. Cookie management tools provided by
your browser will not remove Flash Cookies. To learn how
to manage privacy and storage settings for Flash Cookies,
click here:
http://www.macromedia.com/support/documentation/en/fla
shplayer/help/settings_manager07.html.
• Google Analytics. We use Google Analytics to help analyze
how users use the Site. Google Analytics uses Cookies to
collect information such as how often users visit the Site,
what pages they visit, and what other sites they used prior
to coming to the Site. We use the information we get from
Google Analytics only to improve our Site and Service.
Google Analytics collects only the IP address assigned to
you on the date you visit the Site, rather than your name or
other personally identifying information. We do not
combine the information generated through the use of
Google Analytics with your Personal Data. Although
Google Analytics plants a persistent Cookie on your web
browser to identify you as a unique user the next time you
visit the Site, the Cookie cannot be used by anyone but
Google. Google’s ability to use and share information
collected by Google Analytics about your visits to the Site
is restricted by the Google Analytics Terms of Use and the
Google Privacy Policy.
D. Information Collected From You About Others

If you decide to invite a third party to create an Account, we will
collect your and the third party’s names and e-mail addresses in
order to send an e-mail and follow up with the third party. We
may maintain this information indefinitely in our database and
may also use this information to help us establish networks of
contacts, document relationships, facilitate referrals, and
improve our services. We may also use this information to show
you and other users that you may know each other or have
shared contacts. We rely upon you to obtain whatever consents
from the third party that may be required by law to allow us to
access and upload the third party’s names and e-mail
addresses as required above. You or the third party may
contact us at legal@careswitch.com to request the removal of
this information from our database. The e-mail that is sent to
your friends will come from your e-mail address so that your
friends know that you want to invite them to visit the Site.
E. Information Collected From Address Book and Contact
Importing
You may use our address book and contacts importer to upload
your contacts from other services into CareSwitch. When you
import your contacts, we may indefinitely store the contact
information in our database, including your contacts' names, emails, phone numbers, locations, and relationships to you. We
do not store any passwords you provide as part of the contact
import process.
After we import your contacts, we will use this information to
help us establish networks of contacts, document relationships,
facilitate referrals, and improve our services. We may also use

this information to show you and other users that you may know
each other or have shared contacts. We rely upon you to obtain
whatever consents from the relevant third parties that may be
required by law to allow us to access and upload the third
parties’ names, e-mail addresses, and other contact
information. You or such a third party may contact us at
legal@careswitch.com to request the removal of this
information from our database.
F. Information Collected From Third Party Companies
We may receive Personal and/or Anonymous Data about you
from companies that provide our Service by way of a cobranded or private-labeled website, companies that offer their
products and/or services on our Site, and/or companies that
otherwise collect such information. These third party companies
may supply us with Personal Data. We may add this information
to the information we have already collected from you via our
Site in order to improve the Service we provide.

6. Use Of Your Personal Data
A. General Use
In general, Personal Data you submit to us is used either to
respond to requests that you make, or to aid us in serving you
better. We use your Personal Data in the following ways:
• facilitate the creation of and completion of your profile on our

Site;
• identify you as a user in our system;
• provide improved administration of our Site and Service;
• provide the Service;
• improve the quality of experience when you interact with our
Site and Service;
• send you a welcome e-mail to verify ownership of the e-mail
address provided when your Account was created;
• send you administrative e-mail notifications, such as
information about pending job offers, security or support
and maintenance advisories;
• respond to your inquiries related to employment opportunities
or other requests;
• make telephone calls to you, from time to time, as a part of
secondary fraud protection or to solicit your feedback;
• send you calendar invitations; and
• send newsletters, surveys, offers, and other promotional
materials related to our Service and for other marketing
purposes of CareSwitch.
B. User Testimonials And Feedback
We often receive testimonials and comments from users who
have had positive experiences with our Service. We
occasionally publish such content. When we publish this
content, we may identify our users by their first and last name
and may also indicate their home city. We obtain the user’s
consent prior to posting his or her name along with the
testimonial. We may post user feedback on the Site from time to
time. We will share your feedback with your first name and last
initial only. If we choose to post your first and last name along
with your feedback, we will obtain your consent prior to posting
you name with your feedback. If you make any comments on a

blog or forum associated with your Site, you should be aware
that any Personal Data you submit there can be read, collected,
or used by other users of these forums, and could be used to
send you unsolicited messages. We are not responsible for the
personally identifiable information you choose to submit in these
blogs and forums.
C. Creation Of Anonymous Data
We may create Anonymous Data records from Personal Data
by excluding information (such as your name) that makes the
data personally identifiable to you. We use this Anonymous
Data to analyze request and usage patterns so that we may
enhance the content of our Service and improve Site
navigation. We reserve the right to use Anonymous Data for
any purpose and disclose Anonymous Data to third parties in
our sole discretion.

7. Disclosure Of Your Personal Data
We disclose your Personal Data as described below and as
described elsewhere in this Privacy Policy.
A. Third Parties Designated By You
When you use the Service, the Personal Data you provide will
be shared with the third parties that you designate to receive
such information, including other websites, your friends,
relatives and business associates. Depending on the type of

access you grant to such third parties, they may also be
permitted to edit the information you have provided to us and to
designate others to access and edit such information. You may
change your settings at any time as to who has access to your
information by going to your account settings and changing your
publishing options.
B. Third Party Service Providers
We may share your Personal Data with third party service
providers to: provide you with the Service that we offer you
through our Site; to conduct quality assurance testing; to
facilitate creation of accounts; to provide technical support;
and/or to provide other services to CareSwitch. These third
party service providers are required not to use your Personal
Data other than to provide the services requested by
CareSwitch.
C. Affiliates
We may share some or all of your Personal Data with our
parent company, subsidiaries, joint ventures, or other
companies under a common control (“Affiliates”), in which case
we will require our Affiliates to honor this Privacy Policy.
D. Corporate Restructuring
We may share some or all of your Personal Data in connection
with or during negotiation of any merger, financing, acquisition
or dissolution transaction or proceeding involving sale, transfer,

divestiture, or disclosure of all or a portion of our business or
assets. In the event of an insolvency, bankruptcy, or
receivership, Personal Data may also be transferred as a
business asset. If another company acquires our company,
business, or assets, that company will possess the Personal
Data collected by us and will assume the rights and obligations
regarding your Personal Data as described in this Privacy
Policy.
E. Social Networking Sites
Our Service may enable you to post content to SNSs. If you
choose to do this, we will provide information to such SNSs in
accordance with your elections. You acknowledge and agree
that you are solely responsible for your use of those websites
and that it is your responsibility to review the terms of use and
privacy policy of the third party provider of such SNSs. We will
not be responsible or liable for: (i) the availability or accuracy of
such SNSs; (ii) the content, products or services on or
availability of such SNSs; or (iii) your use of any such SNSs.
F. Public Profile
Certain portions of the information you provide to us may also
be displayed in your Profile. As an essential element of the
Service, most of the Personal Data you explicitly provide to us
when you register or update your Profile is displayed on your
Profile. In order for your Profile to be made public, you must go
to your profile settings and then to profile visibility. By default,
your Profile is not for public viewing. Your photos, posts,
friends, and other content you post to the Site are also meant

for public consumption. We may display this content on the Site
and further distribute it to a wider audience through third party
sites and services. Once displayed on publicly viewable web
pages, that information can be collected and used by others.
We cannot control who reads your postings or what other users
may do with the information that you voluntarily post, so it is
very important that you do not put Personal Data in your posts.
Once you have posted information publicly, while you will still be
able to edit and delete it on the Site, you will not be able to edit
or delete such information cached, collected, and stored
elsewhere by others (e.g., search engines).
G. Other Disclosures
Regardless of any choices you make regarding your Personal
Data (as described below), CareSwitch may disclose Personal
Data if it believes in good faith that such disclosure is necessary
(a) in connection with any legal investigation; (b) to comply with
relevant laws or to respond to subpoenas or warrants served on
CareSwitch; (c) to protect or defend the rights or property of
CareSwitch or users of the Site or Service; and/or (d) to
investigate or assist in preventing any violation or potential
violation of the law, this Privacy Policy, or our Terms of Use.

8. Third Party Websites
Our Site may contain links to third party websites. When you
click on a link to any other website or location, you will leave our
Site and go to another site, and another entity may collect
Personal Data or Anonymous Data from you. We have no

control over, do not review, and cannot be responsible for,
these outside websites or their content. Please be aware that
the terms of this Privacy Policy do not apply to these outside
websites or content, or to any collection of your Personal Data
after you click on links to such outside websites. We encourage
you to read the privacy policies of every website you visit. The
links to third party websites or locations are for your
convenience and do not signify our recommendation of such
third parties or their products, content or websites.

9. Your Choices Regarding
Information
You have several choices regarding the use of information on
our Service:
A. Email Communications
We will periodically send you free newsletters and e-mails that
directly promote the use of our Site or Service. When you
receive newsletters or promotional communications from us,
you may indicate a preference to stop receiving further
communications from us and you will have the opportunity to
“opt-out” by following the unsubscribe instructions provided in
the e-mail you receive or by contacting us directly (please see
contact information below). Despite your indicated e-mail
preferences, we may send you service related communications,
including notices of any updates to our Terms of Use or Privacy
Policy.

B. Cookies
If you decide at any time that you no longer wish to accept
Cookies from our Service for any of the purposes described
above, then you can instruct your browser, by changing its
settings, to stop accepting Cookies or to prompt you before
accepting a Cookie from the websites you visit. Consult your
browser’s technical information. If you do not accept Cookies,
however, you may not be able to use all portions of the Service
or all functionality of the Service. If you have any questions
about how to disable or modify Cookies, please let us know at
the contact information provided below.
C. De-linking Sns
If you decide at any time that you no longer wish to have your
SNS account (e.g., Facebook) linked to your Account, then you
may de-link the SNS account in the “preferences” section in
your account settings. You may also manage the sharing of
certain Personal Data with us when you connect with us
through an SNS, such as through Facebook Connect. Please
refer to the privacy settings of the SNS to determine how you
may adjust our permissions and manage the interactivity
between the Service and your social media account or mobile
device.
D. Changing Or Deleting Your Personal Data
You may change any of your Personal Data in your Account by
editing your profile within your Account or by sending an e-mail

to us at legal@careswitch.com. You may request deletion of
your Personal Data by us, and we will use commercially
reasonable efforts to honor your request, but please note that
we may be required to keep such information and not delete it
(or to keep this information for a certain time, in which case we
will comply with your deletion request only after we have fulfilled
such requirements). When we delete any information, it will be
deleted from the active database, but may remain in our
archives. We may also retain your information for fraud or
similar purposes.

10. Security Of Your Personal Data
CareSwitch is committed to protecting the security of your
Personal Data. We use a variety of industry-standard security
technologies and procedures to help protect your Personal Data
from unauthorized access, use, or disclosure. We also require
you to enter a password to access your Account information.
Please do not disclose your Account password to unauthorized
people. No method of transmission over the Internet, or method
of electronic storage, is 100% secure, however. Therefore,
while CareSwitch uses reasonable efforts to protect your
Personal Data, CareSwitch cannot guarantee its absolute
security.

11. Health Information
The services that fall within this privacy policy are designed to
be used by sponsors and members of health plans, including for
the communication or transfer of protected health information

(PHI). The Health Insurance Portability and Accountability Act of
1996, as amended (HIPAA) governs the way PHI may be used
and disclosed by health plans and their partners. CareSwitch is
a business associate of covered entities, and is committed to
protecting the privacy and security of PHI. Regardless of
anything else in this policy, CareSwitch's collection, access,
use, and disclosure of PHI will be limited and governed by the
requirements of HIPAA, as described in the notice of privacy
practices. CareSwitch will also protect the security of PHI as
required by HIPAA.

12. Uses and Disclosures of PHI
CareSwitch may use and disclose your PHI in the following
ways:
Treatment, Payment and Healthcare Operations. CareSwitch is
permitted to use and disclose your PHI for purposes of (a)
treatment, (b) payment and (c) healthcare operations. For
example:
Treatment. CareSwitch may disclose your PHI to another
physician or healthcare provider for purposes of a visit or in
connection with the provision of follow-up treatment.
Payment. CareSwitch may use and disclose your PHI to your
health insurer or health plan in connection with the processing
and payment of claims and other charges.
Healthcare Operations. CareSwitch may use and disclose your
PHI in connection with its healthcare operations, such as

providing customer services and conducting quality review
assessments. CareSwitch may engage third parties to provide
various services for CareSwitch. If any such third party must
have access to your PHI in order to perform its services,
CareSwitch will require that third party to enter an agreement
that binds the third party to the use and disclosure restrictions
outlined in this Notice.
Authorization. CareSwitch is permitted to use and disclose your
PHI upon your written authorization, to the extent such use or
disclosure is consistent with your authorization. You may revoke
any such authorization at any time.
As Required by Law. CareSwitch may use and disclose your
PHI to the extent required by law.
The following categories describe unique circumstances in
which CareSwitch may use or disclose your PHI:
Public Health Activities. CareSwitch may disclose your PHI to
public health authorities or other governmental authorities for
purposes including preventing and controlling disease, reporting
child abuse or neglect, reporting domestic violence and
reporting to the Food and Drug Administration regarding the
quality, safety and effectiveness of a regulated product or
activity. CareSwitch may, in certain circumstances disclose PHI
to persons who have been exposed to a communicable disease
or may otherwise be at risk of contracting or spreading a
disease or condition.
Workers’ Compensation. CareSwitch may disclose your PHI as

authorized by, and to the extent necessary to comply with,
workers’ compensation programs and other similar programs
relating to work-related illnesses or injuries.
Health Oversight Activities. CareSwitch may disclose your PHI
to a health oversight agency for authorized activities such as
audits, investigations, inspections, licensing and disciplinary
actions relating to the healthcare system or government benefit
programs.
Judicial and Administrative Proceedings. CareSwitch may
disclose your PHI, in certain circumstances, as permitted by
applicable law, in response to an order from a court or
administrative agency, or in response to a subpoena or
discovery request.
Law Enforcement. CareSwitch may, under certain
circumstances, disclose your PHI to a law enforcement official,
such as for purposes of identifying or locating a suspect,
fugitive, material witness or missing person.
Decedents. CareSwitch may, under certain circumstances,
disclose PHI to coroners, medical examiners and funeral
directors for purposes such as identification, determining the
cause of death and fulfilling duties relating to decedents.
Organ Procurement. CareSwitch may, under certain
circumstances, use or disclose PHI for the purposes of organ
donation and transplantation.
Research. CareSwitch may, under certain circumstances, use

or disclose PHI that is necessary for research purposes.
Threat to Health or Safety. CareSwitch may, under certain
circumstances, use or disclose PHI if necessary to prevent or
lessen a serious and imminent threat to the health or safety of a
person or the public.
Specialized Government Functions. CareSwitch, may in certain
situations, use and disclose PHI of persons who are, or were, in
the Armed Forces for purposes such as ensuring proper
execution of a military mission or determining entitlement to
benefits. CareSwitch may also disclose PHI to federal officials
for intelligence and national security purposes.

13. Your Rights Regarding Your PHI
You have the following rights regarding the PHI maintained by
CareSwitch:
Confidential Communication. You have the right to receive
confidential communications of your PHI. You may request that
CareSwitch communicate with you through alternate means or
at an alternate location, and CareSwitch will accommodate your
reasonable requests. You must submit your request in writing to
CareSwitch.
Restrictions. You have the right to request restrictions on
certain uses and disclosures of PHI for treatment, payment or
healthcare operations. You also have the right to request that
CareSwitch restrict its disclosures of PHI to only certain
individuals involved in your care or the payment of your care.

You must submit your request in writing to CareSwitch.
CareSwitch is not required to comply with your request.
However, if CareSwitch agrees to comply with your request, it
will be bound by such agreement, except when otherwise
required by law or in the event of an emergency.
Inspection and Copies. You have the right to inspect and copy
your PHI. You must submit your request in writing to
CareSwitch. CareSwitch may impose a fee for the costs of
copying, mailing, labor and supplies associated with your
request. CareSwitch may deny your request to inspect and/or
copy your PHI in certain limited circumstances. If that occurs,
CareSwitch will inform you of the reason for the denial, and you
may request a review of the denial.
Amendment. You have a right to request that CareSwitch
amend your PHI if you believe it is incorrect or incomplete, and
you may request an amendment for as long as the information
is maintained by CareSwitch. You must submit your request in
writing to CareSwitch and provide a reason to support the
requested amendment. CareSwitch may, under certain
circumstances, deny your request by sending you a written
notice of denial. If CareSwitch denies your request, you will be
permitted to submit a statement of disagreement for inclusion in
your records.
Accounting of Disclosures. You have a right to receive an
accounting of all disclosures CareSwitch has made of your PHI.
However, that right does not include disclosures made for
treatment, payment or healthcare operations, disclosures made
to you about your treatment, disclosures made pursuant to an

authorization, and certain other disclosures. You must submit
your request in writing to CareSwitch and you must specify the
time period involved (which must be for a period of time less
than six years from the date of the disclosure). Your first
accounting will be free of charge. However, CareSwitch may
charge you for the costs involved in fulfilling any additional
request made within a period of 12 months. CareSwitch will
inform you of such costs in advance, so that you may withdraw
or modify your request to save costs.
Breach Notification. You have the right to be notified in the
event that CareSwitch (or a CareSwitch Business Associate)
discovers a breach of unsecured PHI.
Paper Copy. You have the right to obtain a paper copy of this
Notice from CareSwitch at any time upon request. To obtain a
paper copy of this notice, please contact CareSwitch at
legal@careswitch.com.

14. Changes To This Privacy Policy
This Privacy Policy may be updated from time to time for any
reason. We will notify you of any changes to our Privacy Policy
by posting the new Privacy Policy here. You should consult this
Privacy Policy regularly for any changes. Continued use of our
Site or Service, following posting of such changes, shall indicate
your acknowledgement of such changes and agreement to be
bound by the terms of such changes.

